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Agenda

The Problem

What's the Solution?

SABSA Overview

The SABSA Process

Defining the Attributes Profile

Using the Attributes Profile
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The Pr obl em

“So, what are your security requirements?”
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Per cept ions  of  S ecur it y
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Per cept ions  of  S ecur it y?
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The S ol ut ion?

How do we get from this...

                    ...To this?
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The S ol ut ion?

Many standards and frameworks
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Ent er pr ise S ecur it y Ar chit ect ur e
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Business Attributes
Profile

The S ABS A Pr ocess

Business Attributes
Taxonomy

Business Drivers
Defined
Security

Requirements
Metrics

Targets

“We rely on our 
reputation with 
customers, 
partners and 
suppliers.”

Reliable
Integrity-Assured
Private

Integrity-Assured
● Measure: Reporting 
of all incidents of 
integrity compromise
● Target: No successful 
compromise

Must implement 
integrity and 
validity controls.
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Only one place to get these...
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Bus iness  At t r ibut es  Taxonomy

User Management Operational Risk 
Management

Legal/ 
Regulatory

Technical 
Strategy

Business 
Strategy

Accessible Automated Available Access-
controlled

Admissible Architecturally 
Open

Brand 
Enhancing

Accurate Change 
Managed

Detectable Accountable Compliant COTS / GOTS Business 
Enabled

Anonymous Controlled Error-Free Assurable Enforceable Extendible Competent

Consistent Cost-Effective Interoperable Assuring 
Honesty

Insurable Flexible / 
Adaptable

Confident

Current Efficient Productive Auditable Liability 
Managed

Future-Proof Credible

Duty 
Segregated

Maintainable Recoverable Authenticated Resolvable Legacy 
Sensitive

Governable

Educated and 
Aware

Measured Authorised Legal Migratable Providing Good 
Stewardship and 
Custody

Informed Supportable Capturing New 
Risks

Regulated Multi-sourced Providing 
Investment Re-
use

Motivated Continuous Confidential Time-Bound Scalable Reputable

Protected Monitored Crime-Free Simple Culture Sensitive
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User Management Operational

Risk 
Management

Legal/ 
Regulatory

Technical 
Strategy

Business 
Strategy
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User 
Attributes

Description

Accessible Information to which the user is entitled to gain access should be easily 
found and accessed by that user.

Accurate The information provided to users should be accurate within a range that has 
been pre-agreed as being applicable to the service being delivered.

Anonymous For certain specialised types of service the anonymity of the user should be 
protected.

Consistent The way in which login, navigation and target services are presented to the 
user should be consistent across different times, locations and channels of 
access.

... ...

Usable The system should provide easy to use interfaces that can be navigated 
intuitively by a user of average intelligence and training level (for a particular 
system).  The user's experience of these interactions should be at best 
interesting and at worst neutral.
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Measur es  & Tar get s  Defi ned

This is now a Business Attributes Profile

User 
Attributes

Description Metric 
type

Measurement

Accessible Information to which the user is entitled 
to gain access should be easily found 
and accessed by that user.

Soft Search tree depth 
necessary to find 
information
Target: < 3

Accurate The information provided to users 
should be accurate within a range that 
has been pre-agreed as being 
applicable to the service being 
delivered.

Hard Acceptance testing on 
key data to demonstrate 
compliance with design 
rules.
Target: No exceptions
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Pr act ica l  Use: Tr aceabil it y

Traceability for Completeness

Traceability for Justification

  Contextual
    Architecture

  Conceptual
  Architecture

Logical
      Architecture

Physical
    Architecture

   Component
   Architecture

   Operational
   Architecture

Contextual
 Architecture

 Conceptual
Architecture

Logical
Architecture

Physical
Architecture

Component
Architecture

Operational
Architecture
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LikelihoodLikelihood

Pr act ica l  Use: Risk Assessment

Threat Vulnerability Impact

Business 
Risks
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Pr act ica l  Use: Risk Assessment
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Managed
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Regulated Multi-sourced Providing 
Investment Re-
use

Motivated Continuous Confidential Time-Bound Scalable Reputable

Protected Monitored Crime-Free Simple Culture Sensitive

High Business Impact

Low Business Impact
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Use: S ol ut ion Eva l uat ion
Pr oduct  A
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Use: S ol ut ion Eva l uat ion
Pr oduct  B

User Management Operational Risk 
Management
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Strategy

Business 
Strategy

Accessible Automated Available Access-
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Open

Brand 
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Measured Authorised Legal Migratable Providing Good 
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Custody

Informed Supportable Capturing New 
Risks

Regulated Multi-sourced Providing 
Investment Re-
use

Motivated Continuous Confidential Time-Bound Scalable Reputable

Protected Monitored Crime-Free Simple Culture Sensitive
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S ummar y

Developed from practical experience, around the same 
time as Zachman.

Fits well with other frameworks and standards, e.g. COBIT

Enterprise Security Architecture

Evolving
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S ummar y

Business Attributes Profile

Business Drivers

Common Language

Measures & Targets

Many Practical Uses Beyond Requirements
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