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“So, what are your security requirements?”

N




of Security

Version 7.0 ‘Z

Fram the skl gy
i reaction timg
" Iebi s g







... 10 this?




Sol ution?

The Open Group Architecture
Framework TOGAF™ - 2007 Edition
(Incorporating 8.1.1)

IS0/1EC 27001

"‘-‘.\ : = By
N Za c:!-‘-w WEH#JHH Security Manag .
= i ] p A
] A
' , o i

e |

ENTERPRISE VALLE:
LoV RNANCE
SO T [NYES AT NTS

Tl dal 1T Frumameed 20

i*

Johr A, Zachrran




Cogemighted Matorial

Enterprlse
Security
Architecture

A Business-Driven Approach

John Sherwood
Andrew Clark
David Lynas




Contextual
(Business
View)

Conceptual
(Architect's
View)

Logical
(Designer's
View)

Physical
(Builder's
View)

Component
(Tradesman's
View)

Operational
(Facilities
Manager's
View)

Assets
(What)

The Business

Business
Attributes Profile

Business
Information
Model

Business Data
Model

Detailed Data
Structures

Assurance of
Operational
Continuity

Motivation
(Why)

Business Risk
Model

Control
Objectives

Security Policies

Security Rules,
Practices &
Procedures

Security
Standards

Operational Risk
Management

Process
(How)

Business
Process Model

Security
Strategies &
Architectural

Layering

Security
Services

Security
Mechanisms

Security
Products &
Tools

Security Service
Management &
Support

People
(Who)

Business
Organisation &
Relationships

Security Entity
Model & Trust
Framework

Entity Schema
& Privilege
Profiles

Users,
Applications &
User Interfaces

Identities,
Functions,
Actions, ACLs

Application &
User
Management &
Support

Location
(Where)

Business
Geography

Security
Domain Model

Security
Domain
Definitions &
Associations

Platform &
Network
Infrastructure

Processes,
Nodes,
Addresses and
Protocols

Security of
Sites,
Networks &
Platforms

Time
(When)

Business Time
Dependencies

Security Related
Lifetimes &
Timelines

Security
Processing
Cycle

Control Structure
Execution

Security Step
Timing &
Sequencing

Security
Operations
Schedule




Assts’ Motivation
P P what) (Why)
Contextual' The Business Business Risk
(Business Model
View) ‘
Conceptual 4y Business Control
(Architect's Attl..lt@gProfile Objectives
View) ay ~
N =

Logical Business Security Policies
(Designer's Information
View) Model
Physical Business Data Security Rules,
(Builder's Model Practices &
View) Procedures
Component Detailed Data Security
(Tradesman's Structures Standards
View)
Operational Assurance of Operational Risk
(Facilities Operational Management
Manager's Continuity

View)

Process People Location ™ Ay Time
(How) (Who) (Where) (Meh
Business Business Business Business Time‘
Process Model Organisation & Geography Dependencies ‘
Relationships

Security Security Entity Security Security Re te!
Strategies & Model & Trust Domain Model Lifetige
Architectural Framework - Wimelines

Layering m -

-

W — . .
Security ntity Schema Security Security
Services & Privilege Domain Processing

Profiles Definitions & Cycle
Associations
Security Users, Platform & Control Structure
Mechanisms Applications & Network Execution
User Interfaces Infrastructure
Security Identities, Processes, Security Step
Products & Functions, Nodes, Timing &
Tools Actions, ACLs  Addresses and Sequencing
Protocols
Security Service Application & Security of Security
Management & User Sites, Operations
Support Management & Networks & Schedule
Support Platforms




"ABSA Process

Business Drivers

Business Attributes

Business Attributes
Profile

Defined
Metrics - Security

VED eI Requirements
Targets
“We rely on our Reliable Integrity-Assured Must implement
reputation with Integrity-Assured » Measure: Reporting integrity and
customers, Private of all incidents of validity controls.
partners and integrity compromise
suppliers.”  Target: No successful

compromise




Only one place to get these...
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ttributes Taxonomy
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Accurate The information provided to users should be accurate within a range that has
been pre-agreed as being applicable to the service being delivered.

Consistent The way in which login, navigation and target services are presented to the

user should be consistent across different times, locations and channels of
access.

The system should provide easy to use interfaces that can be navigated
intuitively by a user of average intelligence and training level (for a particular

system). The user's experience of these interactions should be at best
interesting and at worst neutral.




SUFESTE Targets Def ned

Accurate The information provided to users Hard Acceptance testing on
should be accurate within a range that key data to demonstrate
has been pre-agreed as being compliance with design
applicable to the service being rules.

delivered. Target: No exceptions

This is now a Business Attributes Profile
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Efical Use: Traceabil ity
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iéal®Use: Risk Assessment

Threat Vulnerability
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Developed from practical experience, around the same
time as Zachman.

Fits well with other frameworks and standards, e.g. COBIT
Enterprise Security Architecture

Evolving




Business Attributes Profile

Business Drivers
Common Language

Measures & Targets

Many Practical Uses Beyond Requirements
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